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0%(1)0%	found	this	document	useful	(1	vote)142K	views8,216	pages,	Вв	статистику	В	дневник	В	почту	Вцод	в	дневникиx	The	article	is	written	by	Ramanuj	Mukherjee,	CEO,	Lawsikho	and	updated	by	Pooja	Kapur,	5th	year	law	student	at	Amity	Law	School,	Noida	and	Yash	Jain,	third-year	student	at	the	Institute	of	Law,	Nirma	University.	The	article
discusses	the	concept	of	cybercrime	complaints	and	how	to	file	a	cybercrime	complaint	both	offline	and	online.	What	is	cybercrime?	Any	activity	of	an	illegal	nature	involving	the	use	of	any	network	or	networked	device	or	computer	as	a	means	of	committing	such	activity	is	known	as	a	cybercrime.	It	can	be	inferred	from	the	definition	that
\\\"computer\\\"	is	the	main	element	that	is	used	as	a	tool	to	directly	commit	a	cybercrime	or	can	be	used	to	target	other	computers	or	devices.	The	first	category	that	requires	the	computer	as	a	direct	weapon	involves	committing	crimes	such	as	cyberterrorism,	pornography,	Intellectual	Property	Rights	Violations,	etc.	Whereas	in	this	latter	category
crimes	such	as	hacking,	virus	attacks	etc	are	committed.	The	following	is	the	process	of	filing	a	cybercrime	complaint.	Cybercrime	is	a	criminal	activity	that	is	carried	out	by	the	use	of	computers	and	the	internet.	Some	of	the	common	cybercrimes	are	hacking,	cyber	stalking,	denial	of	service	(DoS)	attacks,	virus	dissemination,	software	piracy,	credit
card	fraud,	and	phishing.	To	address	the	issue	of	cybercrime,	the	CIDs	(Criminal	Investigation	Departments)	of	several	cities	have	opened	cybercrime	cells	in	different	cities.	India's	Information	Technology	Act	clearly	states	that	when	a	cybercrime	has	been	committed,	it	has	a	global	jurisdiction.	and	therefore	a	claim	can	be	registered	in	any	cyber
cell.	Click	here	for	help	from	a	cyber	lawyer	Step	by	Step	Procedures	to	File	a	Cyber	Crime	Complaint	Step	1-	The	main	step	is	to	file	a	complaint	against	cybercrime	and	the	person	who	committed	it	with	the	cyber	police	or	with	the	India	cyber	cell.	Several	departments	to	investigate	crimes	in	several	cities	have	been	established	by	cybercrime	cells.
These	departments	not	only	investigate	the	crime,	but	also	take	responsibility	for	having	the	crime	reported	on	time.	The	victim	can,	at	any	time,	make	a	report	to	the	cyber	police	or	with	the	cyber	cell	crime	investigation	department,	both	through	the	online	and	offline	method.	You	can	also	call	the	number	of	the	cybercrime	helpline.	Step	2	-	You	may
need	to	provide	name,	email	address,	and	phone	number,	along	with	an	application	letter	addressed	to	the	head	of	a	cybercrime	investigation	cell	when	filing	a	complaint.	Step	3-One	must	provide	certain	documents	to	file	a	complaint.	The	list	of	documents	varies	with	the	type	of	cybercrime.	A	requirement	to	file	the	complaint	is	to	attach	or	attach
the	documents	that	fully	support	the	facts	of	the	case.	The	type	of	documents	required	to	be	attached	at	the	time	of	the	registration	of	the	cybercrime	complaint	depends	on	the	nature	of	the	cybercrimes	committed.	If	you	want	to	know	more	about	cyber	law,	you	can	take	this	course.	This	course	will	train	you	in	different	types	of	real	work	that	is
required	to	be	performed	by	lawyers	and	other	professionals.	After	completing	the	course,	you	will	have	acquired	as	much	practical	knowledge	as	a	lawyer	who	works	in	a	large	law	firm	on	the	TMT	team	will	know	after	a	year	or	two.	It	is	not	a	mere	theoretical	study,	but	practical	practical	lessons	where	you	will	have	to	draw	up	many	documents	and
develop	strategies.	File	your	cybercrime	complaint	with	the	Cyber	Intelligence	Alliance.	This	is	not	a	representative	of	the	Police	Complaint.	The	CIA	collects	all	voluntarily	submitted	data	and	then	passes	it	on	to	the	state	police,	cyber	cells	and	any	other	investigative	agencies.	The	ClA	will	track	them	down	and	update	you	if	there's	any	progress.	The
CIA	makes	no	promises	about	what	results	will	be	achieved,	except	that	they	make	it	harder	for	cybercriminals	who	see	it	to	operate	with	impunity	at	the	moment.	Click	on	the	links	mentioned	below	to	learn	more	about	the	related	topic:	Cyber	Crime	Detection	–	Effective	Measures	Taken	by	CBI	Work	From	Home-	Cyber	Crime	Scams....	Are	you	a
victim?	What	is	the	process	of	investigating	international	cybercrime?	How	does	the	cybercrime	cell	work	in	India?	Cyberstalking:	Does	a	crime	or	an	offense	like	cybercrime	affect	the	sports	industry?	How	to	make	a	complaint	for	cyber	stalking	in	India?	Indian	cyber	law	Fake	social	media	Cyber	Forensics:	Law	and	Practice	in	India	Laws	against
Hacking	in	India	Data	Protection	Laws	in	India:	A	Quick	Preview	How	Social	Media	Can	Misuse	Online	Banking	Scams:	Are	You	a	Victim?	Online	Romance	Scammers-	Legal	Resource	for	a	Victim	Email	Scams-	Legal	Resource	for	Indian	Victims	of	Banker's	Legal	Guide	Email	Scams	to	Deal	With	Phishing	Scams	in	India	What	is	the	Punishment	for
Creating	Fake	Accounts	on	the	Internet?	How	I	recovered	inr	inr	from	online	fraudsters	who	sold	me	a	fake	Rolex	Documents	needed	to	file	a	complaint	Documents	needed	to	be	attached	while	reporting	a	complaint	about	hacking	server	records	if	the	victim's	website	was	disfigured,	then	both	soft	copy	and	printed	copy	of	defigured	web	page.	a
smooth	copy	of	the	original	data	and	compromised	data,	whether	the	data	was	hacked	on	the	victim's	computer,	server,	or	any	other	equipment.	Details	such	as,	name	of	the	accused\\\/person	who	accessed	the	victim's	computer	system	or	his	email	address	to	access	the	victim's	computer	or	email	address.	There	may	be	chances	for	a	victim	to	find
someone	suspicious,	so	the	list	of	people	he	found	suspicious.	Other	relevant	information	to	answer	the	following	questions	-	What	data	has	been	compromised	and	who	may	be	responsible	for	doing	so?	At	what	point	did	the	system	commit	and	what	was	the	reason	for	the	compromise	of	the	system?	Where	is	the	impact	of	the	attack	system	that
identifies	the	network's	target	system?	How	many	systems	were	compromised	by	the	attack?	Documents	required	to	file	a	complaint	against	vulgar	emails	Email	headers	that	is	offensive.	Both	soft	and	printed	copy	of	offensive	emails\/emails.	Copy	of	the	offensive	email	from	your	inbox	and	one	from	the	hard	drive.	Documents	needed	to	file	a
complaint	against	social	media-based	complaints	A	copy	clearly	showing	the	alleged	profile.	Copy	showing	the	URL	of	the	alleged	content	or	profile.	Hard	and	smooth	copy	of	the	supposed	content.	Soft	print	to	be	supplied	on	a	CD-R.	Documents	required	to	file	a	claim	against	Net	banking\\\/ATM	Complaints	Copy	of	the	bank	statement	of	the	bank	in
question	in	the	last	six	months.	Copy	of	the	SMSs	received	related	to	the	alleged	transactions.	Both	the	copy	of	your	id	30	voucher	and	proof	of	address,	as	shown	in	the	bank	records.	Documents	required	to	file	a	complaint	against	commercial	emails	A	brief	clarification	of	the	infringement	in	writing,	name	and	location	of	origin,	bank	name	and
account	number	of	origin,	name	of	the	recipient	as	er	his	bank	records.	the	recipient's	bank	account	number.	location	of	the	recipient's	bank,	this	is	optional.	Date	of	transaction.	Transaction	quantity.	SWIFT	number.	Documents	required	to	complete	data	theft	complaints	It	is	necessary	that	the	copy	of	the	stolen	data	must	be	filed.	The	certificate
showing	a	copyright	on	the	allegedly	stolen	data,	i.e.	copyright	certificate	of	the	stolen	data.	Details	of	suspicious	employees\/employees.	Letter	of	Appointment	of	the	suspected	employee	Agreement	of	Non-Disclosure	of	said	employee	referred	to	above.	List	of	designated	services.	List	of	clients	treated	by	suspects.	Proof	that	copyrighted	data	has
been	infringed.	Devices	used	by	the	accused	during	his	service	period.	Online	CyberCrime	ComplaintS	In	recent	decades,	the	advancement	of	technology	and	the	number	of	internet	users	have	grown	at	a	great	pace	and	to	a	large	extent.	With	the	increased	use	of	the	internet	it	is	obvious	that	there	will	be	cons	to	overuse	as	well.	Instead	of	the
excessive	use	of	certain	online	crimes	are	also	committed	and	therefore	for	the	protection	of	the	victim	it	is	necessary	to	take	steps	to	record	the	complaint	and	subpoena	the	officials	on	the	practice	of	the	crime	to	punish	the	accused.	The	first	step	can	file	a	cybercrime	complaint	both	offline	and	online.	Cyber	Cell	India	is	the	department	that	handles
cyber	complaint	online	and	offline	and	therefore	the	first	step	is	to	report	the	complaint	to	this	department.	You	can	also	call	the	number	of	the	cybercrime	helpline.	You	can	visit	here	to	file	an	online	complaint	of	cybercrime.	Step	2	A	written	complaint	has	to	be	filed	in	the	cybercrime	cell	by	the	victim	in	the	city	in	which	he	is.	But	since	cybercrime	is
under	the	purview	of	global	jurisdiction,	therefore,	it	is	implied	that	one	can	file	a	cyber	complaint	in	the	cybercrime	cell	of	any	city,	regardless	of	the	fact	that	the	person	originates	from	some	other	cities	in	India.	Step	3	Follows	the	information	that	should	be	given	by	the	victim	at	the	time	of	filing	the	complaint	with	the	cyber	phone-	Name	of	the
victim\\\/person	who	records	the	complaint,	their	contact	details,	Mailing	address.	The	written	complaint	must	be	addressed	to	the	head	of	the	department.	Step	4	If	you	do	not	have	access	to	india's	cyber	cell,	you	can	report	the	matter	to	the	local	police	station	by	submitting	a	First	Information	Report.	If	the	complaint	for	any	reason	is	not	accepted
at	the	police	station,	then	the	judicial	magistrate	or	the	commissioner	can	be	approached.	Step	5	Also	submit	a	First	Information	Report	at	the	disposal	of	the	Indian	Penal	Code	if	the	offence	falls	within	the	scope	of	this	Code.	it	is	the	obligation	of	all	police	officers	to	file	the	complaint,	since	it	was	mandatory	under	section	154	of	the	Code	of	Criminal
Procedure.	Since	most	cybercrimes	under	the	Indian	Penal	Code	are	are	under	the	category	of	gnizable	offenses,	therefore,	there	is	no	requirement	of	any	arrest	warrant	to	arrest	the	accused	because	the	cognition	offenses	are	those	offenses	in	which,	for	the	purpose	of	carrying	out	the	investigation	or	to	make	an	arrest,	there	is	no	requirement	of
any	warrant.	The	Ministry	of	Home	Affairs	is	in	place	to	establish	and	launch	a	centralized	online	cybercrime	registration	portal.	The	goal	is	to	remove	the	requirement	to	move	to	the	police	station	to	file	any	complaint	of	cybercrime.	An	online	portal	for	online	cybercrime	logging	has	been	launched	by	the	Delhi	police	cybercrime	cell.	You	can	visit	him
here.	List	of	cybercrime	cells	on	the	website	of	the	State	of	India	Email	Address	Id	Andhra	Pradesh	(Visakhapatnam)	Cyber	Crime	Cell	http:\\\\\\\/vizagcitypolice.gov.in\\\/CyberCrimes.html	CCS	building	at	the	premises	of	II	Town	PoliceStation,	Dabagardens,	Visakhapatnam	City	–	530020	Police	Inspector	9490617917;	Deputy	Inspector	of	Police,
490617916.	[email	protected]	Arunachal	Pradesh	(Itanagar)	Cyber	Crime	Cell	http:\\\/\\\/arunpol.nic.in	Assam	Ulubari	Police	Headquarters,	Guwahati-781007	0361-2450555,	2455126	[email	protected],	[email	protected]	Assam	(Guwahati)	Cyber	Crime	Cell	https:\\\/\\\/police.assam.gov.in	Assam	Police	Headquarters	Ulubari,	Guwahati-781007	0361-
2450555,	2455126	[email	protected]	Chandigarh	Cyber	Crime	Cell	http:\\\/\\\/chandigarhpolice.gov.in	Police	Station,	17E,	Sector	17,	Chandigarh-	160017	172-2710046,	172-2700028	[email	protected]	Dadra	and	Nagar	Haveli	Cyber	Crime	Cell	http:\/\/\\\\\\\/dnhpolice.gov.in\\\/	Office	of	the	Police	Oversight,	Police	Chief	Districts,	DNH	U.T.	,	Silvassa	–
396230	0260-2643022	[email	protected]	Gujarat	Cyber	Crime	Cell	http:\\\/\\\/www.police.gujarat.gov.in	First	Floor,	Bhavan	Police,	Sector	18,	079-23246330,	23254344	[email	protected],	[email	protected],	[email	protected]	Goa	Cyber	Crime	Cell	https:\/\/\\\/www.goapolice.gov.in	National	Highway	4A,	Ribandar,	Goa	403006	0832-2443201,
7875756171	[email	protected]	Haryana	Cyber	Crime	Cell	http:\/\/9\\\/gurgaon.haryanapolice.gov.in\\\/cyber-cell.htm	Address:	Police	Office	Commissioner,	Sohna	Road,	Near	Rajiv	Chowk,	Gurugram	Haryana	122001	Phone:	+91-1242311200	http:\\\/\\\/gurgaon.haryanapolice.gov.in\\\/cyber-cell.htm	Police	Office	Commissioner,	Sohna	Road,	Near	Rajiv
Chowk,	Gurugram	Haryana	122001	+91-1242311200	–	Himachal	Pradesh	Cyber	Crime	Cell	http:	\\\/\\\/citizenportal.hppolice.gov.in:8080\\\/citizen\\\/login.htm	SP	Office,	Shimla-171007	(0177)	2621714	(191)	[email	protected]	Jammu	and	Kashmir	Cyber	Crime	CellWebsite:	http:\\\/\\\/www.jkpolice.gov.in	Address:	Police	Headquarter,	Airport	Road,	Peer
Bagh,	Srinagar,	Jammu	and	Kashmir-190001	Contact:	0191-2572475,	0194-2489026	http:\\\/\\\/www.jkpolice.gov.in	Police	Headquarters,	Airport	Road,	Peer	Bagh,	Srinagar,	Jammu	and	Kashmir-190001	0191-2572475,	0194-2489026	[email	protected],	[email	protected],	[email	protected]	Jharkhand	Cyber	Crime	Cell	https:\/\/\\\\\/www.jhpolice.gov.in\\\/
Cyber	Crime	Police	Station,	Kutchery	Chowk,	Ranchi,	Jharkhand	0651-2220060,	9771432133	[email	protected]	Karnataka	(Bangalore)	Cyber	Crime	Cell	http:\\\/\\\/cyberpolicebangalore.nic.in\\\/contactus.html	Cyber	Crime	Police	Station,	CID	Annexe	Building,	Carlton	House,	#1,	Palace	Road,	Bangalore	–	560001.	+91-080-22942475,	+91-080-
22943050	[email	protected]	Kerala	Cyber	Crime	Cell	http:\\\/\\\/www.keralapolice.org\\\/contacts\\\/helpline\\\/cyber-cell	–	0471-2322090,	9497901500	[email	protected]	Madhya	Pradesh	Cyber	Crime	Cell	http:\\\/\\\/www.mpcyberpolice.nic.in	SP	(HQ)	Office,	Rani	Sarai,	Regal	Square,	Indore	0755-2770248,	0731-2514500	[email	protected],	[email
protected],	[email	protected]	Mumbai	Cyber	Crime	Cell	http:\\\/\\\/cybercellmumbai.gov.in\\\/	Cyber	Crime	Investigation	Cell,	EOW,	Third	floor,	New	CP	Office	Building	OFFICE	FACILITIES	OF	CP,	D.N.Road,	near	Crowford	Market,	Mumbai	–	400001	022-22626520	[email	protected]	Meghalaya	Cyber	Crime	Cell	http:\\\/\\\/megpolice.gov.in\\\/	Office	of
the	Additional	Director	General	of	Police,	Department	of	Criminal	Investigation	(CID),	Meghalaya,	Shillong-793001	0364-2504001,	0364-2504001	[email	protected]	Mizoram	Cyber	Crime	Cell	https:\/\/\\\/\\\/cidcrime.mizoram.gov.in	Department	of	Criminal	Investigation,	Cid	Crime	Complex,	Aizawl	–	796001,	Mizoram	0389-2334082	[email	protected]
Nagaland	police	headquarters	http:\\\/\\\/nagapol.gov.in\\\/	nagaland	police	headquarters,	P.	R.	Hill,	Kohima	–	797001	(0370)	2243711\\\/2243713	[email	protected]\\\/[email	protected]	New	Delhi	Cyber	Crime	Cell	http:\\\/\\\/www.cybercelldelhi.in\\\/	Room	No.	206,	PS	Mandir	Marg,	New	Delhi	–	110001	011-23746694	[email	protected]	The	Cyber	Crime
http	cell:\\\/\\\/odishapolicecidcb.gov.in	Cyber	Crime	Police	Station,	Department	of	Criminal	Investigation,	Branch	of	Crime,	Odisha	0671-2305485,	91-6712304834	[email	protected]	Punjab	Cybercrime	Cell	http:\\\/\\\/punjabpolice.gov.in,	CyberCrime	Investigation	Cell,	Phase-4,	S.A.S	Nagar,	Mohali	0712-2220042	-	Rajasthan	(Jaipur)	Cyber	Crime	Cell
Address:	RPA	Rd,	Pani	Pech,	Nehru	Nagar,	Jaipur,	Rajasthan	302032	1412744435,	1412744738,	0141	230	9547	[email	protected]	Sikkim	Police	Headquarters	http:\\\/\\\/sikkimpolice.nic.in	Police	Headquarters,	NH	10,	Gangtok-737101,	Sikkim	03592-203478	[email	protected]	Tamil	Nadu	(Chennai)	Cyber	Crime	Cell	http:\\\/\\\/www.tnpolice.gov.in
Police	Commissioner,	Greater	Chennai	Police,	No.	132,	Office	Building	Commissioner,	EVK	Sampath	Road,	Vepery,	Chennai	–	600007	044-23452348,	044-23452350,	044-28512527	[email	protected],	[email	protected],	[email	protected]	Telangana	(Hyderabad)	Cyber	Crime	Cell	https:\\\/\\\/www.hyderabadpolice.gov.in\\\/Cybercrimes.html	Opp:
Telangana	Tourism	Office,	Central	Crime	Station	(CCS),	Hyderabad	040-27854031,	040-2785	2412,	9490617100	[email	protected],	[email	protected]	Tripura	Cyber	Crime	Cell	http:\\\/\\\/www.tripurapolice.gov.in	SP	CID,	A.D.	Nagar,	Agartala,	Tripura	West	–	7899003	0381-2376963,	2376979	[email	protected]	Uttar	Pradesh	Cyber	Crime	Cell
https:\\\/\\\/uppolice.gov.in	110A,	Block	B,	Sector	6,	Noida,	Uttar	Pradesh	201301	0120	428	7879	[email	protected],	[email	protected]	Uttarakhand	Cyber	Crime	Cell	https:\/\/uttarakhandpolice.uk.gov.in	Cyber	Crime	Police	Station,	Near	the	Fire	Department,	Gandhi	Road,	Dehradun	–	248001	0135-2655900,	9456591502	[email	protected]	West	Bengal
(Kolkata)	Cyber	Crime	Cell	https:\\\\\/\/cidwestbengal.gov.in	Bhabani	Bhaban,	31	Belvedere	Road,	Alipore,	Calcutta	-700027	033-24506100,	24506174	[email	protected],	[email	protected]	Example	of	complaint	to	the	magistrate	(where	the	police	do	not	register	FIR)	for	the	instructions	to	initiate	an	investigation	in	the	COURT	OF	[JUDGE],
[DESIGNATION],	[COURT],	DELHI	Cr.	Complaint	No.........\\\/	2015	IN	THE	QUESTION	OF:	[Name	of	the	whistleblower]	....	COMPLAINANT	[ADDRESS]	VERSUS	UNKNOWN	...	ACCUSED	[Comment:	As	the	details	of	the	accused	are	not	known]	Date:	05.08.2019	COMPLAINT	U\\\/SECTION	200	r\\\/w	SECTION	156(3)	CRPC	UNDER	SECTION	66C	OF
The	Information	Technology	Act,	2000	MORE	RESPECTFULLY	SHOWS:	I,	[.	],	I	am	the	Complainant	as	above.	I'm	working	at	a	private	company	[name]	and	I've	been	at	[address].	[Comment:	Normally,	you	will	have	to	provide	the	home	address].		On	June	30,	2019,	the	whistleblower	was	shocked	to	receive	and	read	his	monthly	bank	statement	from
his	bank.		How	someone	used	the	complainant's	identity	to	engage	in	the	following	types	of	fraudulent	form:	Credit	Cards	The	following	is	a	description	of	the	identity	theft	incident:	Two	charges	were	made	to	Axis	Bank's	credit	card	in	the	last	month	that	the	complainant	never	authorized.	One	fee	went	to	clothes	purchased	at	H&M	at	Select	CityWalk
on	June	23,	2019	and	the	other	charge	went	to	two	movie	tickets	purchased	at	the	DLF	Place	Saket	Mall	Theatre	on	June	27,	2019.	The	thief	charged,	in	total,	INR	6,000	for	the	claimant's	credit	card	account.	The	whistleblower	also	experienced	the	following	problems	as	a	result	of	identity	theft:	He	lost	5	hours	a	day	due	to	identity	theft	and	faced
mental	trauma.	The	whistleblower	does	not	know	if	the	identity	thief	used	the	internet	to	open	accounts	or	buy	goods	or	services.	The	Complainant	therefore	sent	written	information	to	the	Police	on	03.07.2019	seeking	that	an	FIR	be	filed	against	the	caller	under	section	66C	of	the	Information	Technology	Act,	2000,	as	well	as	other	offenses	that	may
be	committed.	However,	the	information	was	accepted	by	the	police,	but	they	stated	that	they	would	not	be	able	to	act	in	such	a	case.	Attached	here	as	Annex	A	is	a	copy	of	the	Information	in	writing	along	with	receipt	of	saket	police	station	dated	03.07.2019.	That,	subsequently,	the	Whistleblower	has	not	been	subpoenaed	for	the	measures	taken	in
the	investigation,	nor	was	contacted	by	the	police	in	this	regard.	[Comment:	Section	156(3)	was	invoked	in	this	case,	as	the	Complainant	seeks	the	magistrate	to	directly	investigate	the	case.	In	other	private	complaints	that	originally	come	before	the	Magistrate,	only	section	200	requires	to	be	invoked]	PRAYER	a)	Guide	the	police	to	register	the
complaint	and	conduct	investigation	in	this	case.		b)	Provide	medicine	to	the	Complainant.	c)	Pass	any	other	order	that	this	Hon'ble	Court	may	consider	appropriate	in	the	facts	and	circumstances	of	the	case.		Cybercrime	reporting	letter	format	There	is	no	separate	format	for	filing	a	complaint	for	a	cybercrime.	You	need	to	write	a	normal	letter
specifying	all	the	details	about	the	crime	and	file	it	at	the	nearest	police	station.	Documents	necessarily	to	prove	that	the	crime	has	to	be	attached	with	the	letter.	The	list	of	documents	needed	to	be	attached	depends	on	the	type	of	cybercrime	committed.	It	may	be	social	media	crime,	or	a	mobile	app	crime,	cyber	bullying	etc.	so	the	list	of	these
according	to	the	type	of	crime	committed	were	mentioned	in	this	article	itself.	Below	the	general	format	of	reporting	cybercrime	was	also	provided.	General	format	of	reporting	cybercrime	For,	dcp\\\/SP	Local:	Room	No.	–	107,	Ist	Floor,	PS	Saket,	New	Delhi	–	110017	Date:	Sub:	Complaint	under	Section	66C	of	the	Information	Technology	Act,	2000
Sir,	(Facts	and	Circumstances	of	the	Case)	Consider	Mr.	X	Mobile	No.	84*******	How	to	file	a	complaint	for	cyber	stalking	File	a	written	complaint	in	a	cyber	cell	in	the	city.	Where	the	city's	cyber	cells	are	not	available,	then	you	can	register	a	First	Information	Report	at	the	local	police	station.	Forward	the	complaint	to	the	commissioner	or	judicial
magistrate	of	the	city,	in	the	event	that	the	complaint	has	not	been	accepted	by	the	police	station.	If	a	woman	has	the	right	to	have	an	attorney	to	assist	her	in	filing	a	case	in	which	she	approaches	the	police	station	with	an	allegation	of	cyber	stalking.	This	is	the	form	of	Legal	Aid	given	to	her.	The	victim's	statement	of	the	victim	to	be	withdrawn	in
private,	that	is,	maintaining	his	privacy.	The	Ministry	of	Women	and	Child	Development	on	Thursday	launched	a	separate	helpline	to	file	a	complaint	against	abusive	behavior,	harassment	and	hateful	content	on	social	media.	The	Information	Technology	Act,	200	and	some	provisions	of	the	Indian	penal	code	also	deals	with	the	prevention	of
cyberbullying.	The	complaint	can	be	filed	online	or	at	the	nearest	police	station	by	submitting	a	written	complaint.	How	to	file	a	complaint	for	cyber	stalking	The	procedure	for	filing	a	report	for	this	type	of	cybercrime	is	the	same	as	other	cybercrime.	The	only	difference	is	in	the	description	of	the	crime	committed	in	the	letter	and	the	documents
attached	according	to	this	crime.	How	do	I	make	a	cyber	defamation	claim?	The	procedure	for	filing	a	report	for	this	type	of	cybercrime	is	the	same	as	other	cybercrimes.	The	only	difference	is	in	the	description	of	the	crime	committed	in	the	letter	and	the	documents	attached	according	to	this	crime.	Cybercrime	complaint	to	facebook	Any	crime
committed	on	facebook,	which	is	a	social	networking	site	can	be	done	online	in	india's	cyber	cells.	It	can	also	be	archived	through	an	offline	manner	at	the	nearest	police	station,	writing	a	letter	and	attaching	all	necessary	documents	to	be	given	when	a	social	media	crime	is	committed.	A	link	is	attached	where	a	cyber	crime	can	be	reported	online	and
is	as	follows-	https:\/\/\\\\\\\/digitalpolice.gov.in\\\/ncr\\\/State_Selection.aspx	Cyber	Crime	Complaint	to	whatsapp	Any	crime	committed	on	whatsapp,	which	is	a	social	networking	site	can	be	done	online	in	India's	cyber	cells.	It	can	also	be	archived	through	an	offline	manner	at	the	nearest	police	station,	writing	a	letter	and	attaching	all	necessary
documents	to	be	given	when	a	social	media	crime	is	committed.	A	link	is	attached	where	a	cybercrime	can	be	reported	online	and	is	as	follows-	https:\/\/\\\\\/digitalpolice.gov.in\\\/ncr\\\/State_Selection.aspx	Cyber	Defamation	&	Social	Media	Claim	Format	For,	Local	DCP\\\/SP:	Room	No.	–	107,	Piso	Ist,	PS	Saket,	New	Delhi	–	110017	Date-	05.03.2019
Sub:	Complaint	under	Section	66A	of	the	IT	Act.	21-year-old	resident	of	abc	saket	currently	studying	at	Lingya	Academy	School	Saket.	I	am	obliged	to	denounce	you	the	criminal	act	of	abusive	comment	on	social	networks	by	the	accused	person	named	Mr.B	a	son,	resident	of	N	Block	Okhla	Vihar	Abul	Fazal	who	has	posted	hostile	comments	on	social
media	against	me	that	is	horribly	hostile	and	has	a	threatening	character.	The	said	individual	certainly	understands	that	such	information	is	false	and	has	posted	the	same	to	cause	irritation,	nuisance,	danger,	obstruction,	affront,	harm,	criminal	terror,	ill	will,	contempt	and	hostility.	He	is	perseveringly	doing	such	acts	using	computer	resources	and
other	gadgets	(Mobile)	to	send	such	a	message.	The	said	individual	flowed	the	said	hostile	and	fake	material	on	the	web	that	is	visible	(provide	the	details	of	the	portal	or	platform	where	the	message	was	posted).	The	hostile	material	is	not	only	false,	but	silly,	defamatory,	abusive	and	insinuating	and	has	been	done	with	the	intention	of	confronting	and
criticizing	me	and	causing	an	embarrassment	by	defaming	and	defaming	my	character.	This	adds	up	to	causing	defamatory	comments	on	social	media	and	several	people	have	asked	me	about	the	same	believe	the	same	is	true.	This	was	done	with	the	intention	of	stigmatizing	and	damaging	my	character	and	reputation	and	damage	to	my	character.
The	above	person	is	responsible	for	proceedings	for	comment	on	social	media	and	other	offenses.	I	ask	you	to	promptly	investigate	the	charges	against	the	person	and	take	strict	action	against	him	in	law.	Copying	a	snapshot	along	with	the	printing	of	said	offensive	message	and	material	is	being	included	here	for	your	turkeyand	action.	Thanking	you
in	advance	for	your	efforts.	Souvenirs,	Mr.	X	Mobile	No.	+91	84********	CyberCrime	Complaint	for	Identity	Theft	The	procedure	for	filing	a	complaint	for	this	type	of	cybercrime	is	the	same	as	other	cybercrimes.	The	only	difference	is	in	the	description	of	the	crime	committed	in	the	letter	and	the	documents	attached	according	to	this	crime.	Identity
theft	claim	format	for,	The	DCP\\\/SP	Location:	Room	No.	-	107,	Ist	Floor,	PS	Saket,	New	Delhi	–	110017	Date:	July	3,	2019	Sub:	Complaint	under	Section	66C	of	the	Information	Technology	Act,	2000	Sir,	I,	introduce	myself	as	Mr.	X	son	of	Mr.	Y,	resident	of	the	ABC	Saket	colony	at	the	age	of	24	currently	employed	at	iP	near	lingya	academy	school.
Sir,	someone	used	my	identity	to	engage	in	the	following	types	fraudulently:	Credit	cards	The	following	is	a	description	of	the	identity	theft	incident:	Two	charges	have	been	made	on	my	Axis	Bank	credit	card	in	the	last	two	weeks	that	I	have	never	authorized.	One	fee	went	to	clothes	purchased	at	H&M	at	Select	CityWalk	on	June	23,	2019	and	the
other	charge	went	to	two	movie	tickets	purchased	at	the	DLF	Place	Saket	Mall	Theatre	on	June	27,	2019.	The	thief	charged,	in	total,	INR	6,000	in	my	credit	card	account.	I	realized	this	theft	when	I	received	and	read	my	monthly	statement	on	June	30,	2019.	I	also	went	through	the	following	problems	as	a	result	of	identity	theft:	I	lost	five	hours	of	my
time	due	to	identity	theft	and	faced	mental	trauma.	I	don't	know	if	the	identity	thief	used	the	internet	to	open	accounts	or	buy	goods	or	services.	I	ask	you	to	promptly	investigate	the	charges	against	the	thief	and	take	strict	action	against	him	in	law.	Copies	of	the	required	documents	were	attached	with	the	claim	for	their	action	and	action.	Thanking
you	in	advance	for	your	efforts.	Souvenirs,	Mr.	X	Mobile	No.	+91	84*******	What	to	do	if	the	cyber	cell	refuses	to	accept	your	complaint?	If	the	cyber	cell	refuses	to	file	or	accept	its	cyber	claim,	the	nearest	judicial	magistrate	can	be	directly	approached,	stating	that	the	complaint	was	not	accepted	under	any	circumstances.	Jurisdiction	Information
Technology	Act,	2000	has	dealt	with	computer	and	internet	related	crimes	and	according	to	this	cyber	crimes	act	are	committed	nationwide.	CyberCrime	Investigation	Cell	has	jurisdiction	nationwide,	pursuant	to	section	1	and	section	75	of	the	Information	Technology	Act,	2000	which	deals	with	guiding	principles	on	cyber	jurisdiction	and	has	the
power	to	investigate	all	such	crimes	with	jurisdiction	The	police	officer	not	below	the	rank	of	deputy	superintendent	of	police	may	investigate	any	offense	under	this	Act.	The	central	government	will	appoint	an	officer,	not	below	the	post	of	director	of	the	Government	of	India	or	an	equivalent	official	of	a	state	government	to	judge	and	investigate	the
matter.	Those	who	do	not	have	cyber	cell	in	their	districts	can	file	an	online	complaint	in	India's	cyber	cell.	Cyber	policing	in	India	CCTNS	is	a	project	under	the	national	plan	of	governance	and.	It	directs	the	creation	of	a	national	network	infrastructure	to	an	IT-enabled	criminal	tracking	and	crime	detection	system.	The	project	was	approved	by	the
economic	affairs	committee	in	2009,	with	a	allocation	of	2	billion	inr.	Online	complaints	To	combat	cybercrime,	the	central	government	recently	announced	that	it	would	create	a	\"Center	Citizen	Portal\".	The	advantage	of	this	portal	is	that	it	will	allow	citizens	to	file	online	complaints	regarding	cybercrime,	including	online	financial	fraud,	cyber
stalking	and	more.	Another	feature	of	this	portal	is	that	any	complaint	on	the	portal	will	trigger	an	alert	at	the	competent	police	station	and	allow	the	police	department	to	track	and	update	its	status.	It	also	allows	the	whistleblower	to	view	updates	and	increase	the	complaint	for	senior	employees.	To	learn	more	you	can	visit	here.	Cyber	Police
Stations	Cyber	police	stations	often	include	appropriate	equipment	to	analyze	and	track	digital	crimes,	as	well	as	well-trained	people.	If	anyone	becomes	a	victim	of	cybercrime,	then	they	can	file	a	complaint	at	a	cyber	police	station	and	where	there	is	no	cyber	police	station	available	in	the	city,	then	in	this	case,	the	whistleblower	can	file	a	complaint
at	the	local	police	station.	Predictive	Policing	Refers	to	the	use	of	mathematical,	predictive,	mining	other	analytical	techniques	in	law	enforcement	to	identify	possible	criminal	activities.	In	India,	Jharkhand	police,	Delhi	police	and	Hyderabad	Hyderabad	police	working	on	predictive	policing	in	order	to	scan	online	records	to	study	crime	trends	and	in
order	to	prevent	crime.	Types	of	cybercrime	Image	source-	http:\/\/\\\\\/bit.ly\\\/2Ixc5KC	Access	is	basically	a	means	or	an	opportunity	to	approach	or	enter	a	place	or	a	way	etc.	involves	further	instructing	or	communicating	with	the	resources	of	a	computer	device	such	as	logical	resources,	arithmetic	resources,	memory	function	resources	etc.	involves
even	instructing	or	communicating	with	the	resources	of	a	computer	device	as	logical	resources,	arithmetical	resources,	memory	function	resources	etc.	A	person	makes	unauthorized	use	or	access	to	the	other	person's	computing	device	when	they	do	so	without	taking	permission	from	the	true	owner	of	the	device.	Hacking,	on	the	other	hand,	is	an
act	of	hacking	into	the	other	person's	network	or	computer.	It	also	involves	stealing	credit	or	debit	card	information	or	other	bank	details	to	make	personal	monetary	gains.	Click	here	Vladimir	Levin's	real	hacking	example	a	Russian	programmer	with	a	computer	software	company	in	St.	Petterburg	gained	access	and	stole	millions	of	dollars	in	1995
from	the	Citibank	network.	Trojan	attack	Trojan	or	a	trojan	horse	is	usually	disguised	as	a	legitimate	software	that	is	employed	by	the	person	who	commits	cyber	theft	or	by	hackers,	as	well	as	to	gain	access	and	extract	information	from	other	users'	systems.	It	allows	the	cyber	criminal	to	gain	access	to	the	legitimate	user's	confidential	information,
spy	on	it,	and	have	backdoor	access	to	their	systems.	It	also	includes	deleting,	modifying,	locking,	and	copying	data,	along	with	interrupting	the	performance	of	multiple	computer	systems.	Trojans	can	attack	a	legitimate	owner	in	various	ways	based	on	the	action	they	perform,	so	it	is	classified	as	following-	Backdoor	–	it	acts	as	a	remote	control	and
authorizes	the	hacker	to	have	a	control	on	the	network	or	infected	computer.	It	may	involve	sending	or	deleting	files	and	also	restarting	the	computer.	Trojan-banker-	is	used	to	steal	bank	or	account	details	from	the	legitimate	owner,	which	includes	credit	and	debit	card	details	as	well.	Trojan	downloader-	help	in	installing	and	downloading	a	new
version	of	malicious	software	on	a	particular	computer.	Trojan	spy-	helps	in	tracking	data	or	getting	a	list	of	applications	etc.	Example	of	Trojan	A	trojan	called	Zbot	has	infected	more	than	37,000	computers	in	the	UK	through	a	downloadable	drive.	Users	who	visit	a	compromised	website	would	receive	the	virus	without	knowing	it	as	a	cookie,	and
then	it	steals	all	users'	data.	Virus	and	worm	attack	The	virus	is	the	program	that	has	the	ability	to	infect	other	programs.	It	also	has	the	ability	to	make	copies	of	itself	and	spread	it	to	other	programs.	Worms	are	programs	that	help	multiply	as	viruses	and	spread	them	from	device	to	device.	Example	of	viruses	and	attack	of	verems	A	virus	called
Melissa	is	considered	the	most	harmful	virus	ever	released.	It	was	the	fastest	email-based	worm	of	all	time.	Melissa	attracted	people	by	claiming	in	an	email	containing	the	list	of	passwords	for	sites	and	when	the	message	was	opened,	it	created	havoc	on	the	computer's	systems.	Identity	theft	Identity	theft	is	one	of	the	most	common	and	prominent
forms	of	cybercrime	in	which	a	person	who	commits	the	crime	steals	the	other	person's	information	by	using	the	internet.	There	is	a	wide	scope	of	criminal	activity	under	the	purview	of	cybercrime.	The	Internet	acts	as	a	great	source	of	making	things	accessible	easily	without	moving	from	a	place.	While	the	internet	is	proving	to	be	a	boon	in	today's
scientifically	updated	community,	but	on	the	other	hand,	it's	unfortunate	that	some	people	are	incoming	illegal	activities	by	committing	cybercrimes	and	making	misuse	of	technology.	Abraham	Abdallah's	identity	theft	example	tricked	several	credit	scoring	companies	into	providing	them	with	information,	and	then	stealing	millions	of	dollars	from
America's	richest	people,	including	Warren	Buffet	and	Steven	using	their	identity.	Image	Source	–	https:\\\\\\\/www.financialexpress.com	email	crimes	related	to	Spoofing	email	This	is	an	act	of	fraud	that	causes	an	email	to	appear	originating	from	a	particular	person	and	from	a	particular	place	that,	in	reality,	is	not	the	original	source.	So,	as	the
message	seems	to	be	from	a	source	that	is	not	actually	an	original	source.	With	the	help	of	a	simple	mail	transfer	protocol,	an	email	spoof	can	be	easily	achieved.	The	recipient	can	inspect	the	email	source	code	to	verify	whether	the	email	is	spoofed	or	not.	In	addition,	the	recipient	can	track	the	IP	address	of	the	email	and	track	it	the	original	sender.
Spamming	email	spam	is	a	deliberate	act	of	sending	emails	to	a	large	number	of	people	in	the	same	chain	letter	and	using	network	resources.	Can	be	combined	with	email	spoofing.	Expanding	emails	In	these	identical	email	messages	are	sent	to	a	specific	IP	address	by	abusers	repeatedly.	Phishing	It's	a	kind	of	cyber	cyber	where	the	hacker	sends	the
URLs	and	email	attachments	that	are	malicious	in	nature	to	users.	The	goal	of	the	phishing	hacker	is	to	gain	access	to	legitimate	user	systems.	Users	get	caught	up	in	the	trick	played	by	hackers	who	send	the	emails	claiming	to	the	user	the	need	to	change	their	password	or	update	their	account	information	that	easily	gives	access	to	the	criminals	of
their	system.	The	goal	is	to	extract	personal	information	such	as	passwords,	credit	and	debit	card	numbers,	etc.	Criminals	aim	to	gain	access	to	the	login	credentials	of	the	true	owner	of	the	system,	network	or	device	etc.	through	this	type	of	attack.	By	being	wary	of	these	types	of	suspicious	email	attachments,	the	user	can	protect	themselves	from
phishing	attacks	while	protecting	their	personal	information.	Scammers	may	attempt	to	arrest	a	person	in	this	scam	by	claiming	false	information	that	unauthorized	or	suspicious	activities	are	happening	on	a	particular	person's	account.	HDFC	Bank	guidelines	on	cybercrime	How	to	prevent	phishing	scams?	The	guidelines	to	prevent	phishing	scams
by	HDFC	Bank	are	followed	as-	Identify	signs	of	fraud	To	know	about	phishing	sites	and	email,	you	need	to	look	closely	at	the	subject	that	is	delivered	by	websites	or	emails,	because	on	phishing	sites	and	email	will	often	be	fraught	with	grammatical	errors	and	false	branding.	Inspect	a	website	before	interacting	with	it	as	you	look	closely	at	the	URL
or	address	of	the	site.	As	you	will	never	see	a	misspelling	in	the	bank	name	and	a	genuine	bank	website	address	will	always	be	pre-posted	with	'https'.	This	is	an	indication	that	all	communication	between	your	browser	and	the	bank's	website	is	encrypted.	Click	with	caution	Another	way	to	identify	phishing	sites	or	email	is	most	phishing	sites	spread
their	reach	on	the	internet	by	posting	flashy	and	profitable	links	on	sites	with	high	user	traffic.	It	is	advisable	to	inspect	links	before	interacting	with	them,	as	clicking	on	them	can	seriously	compromise	their	security.	If	you	find	something	suspicious,	do	a	quick	web	search	to	identify	the	official	website	address	or	bank	URL.	Be	careful	The	best	way	to
avoid	phishing	is	to	become	increasingly	cautious	using	only	reliable	and	genuine	software	and	services	when	doing	online	services.	Access	websites	only	through	official	links	and	sources	and	follow	appropriate	security	procedures.	Also,	make	sure	that	the	site	is	secure	by	inspecting	your	URL	for	the	SSL	certificate,	and	it	is	also	advisable	to	have
two	devices	–	one	for	work	and	one	for	personal	use	–	so	that	the	security	of	the	work	device	is	never	compromised.	How	to	recover	from	a	phishing	attack?	The	guidelines	for	recovering	from	a	phishing	attack	by	HDFC	Bank	are	followed	as-	Change	all	your	passwords	The	first	step	you	must	take	to	keep	the	phishing	damage	to	a	minimum	is	to
change	your	login	credentials	and	passwords.	Since	the	scammer	can	have	access	to	all	your	accounts,	then	it	is	advisable	to	change	your	credentials	and	passwords	as	soon	as	possible	and	keep	them	out	of	the	system	and	prevent	additional	damage.	Contact	employees	The	next	important	step	would	be	to	call	your	bank	and	explain	the	situation	to
them.	As	informing	them,	they	will	freeze	your	account	so	that	no	other	transactions	can	be	performed.	After	informing	your	bank	employees,	it	is	also	advisable	to	inform	the	cybercrime	division,	as	most	states	have	a	cybercrime	division.	Scan	your	system	The	third	important	step	to	recover	from	a	phishing	attack	is	to	scan	your	system	to	ensure	that
the	attacker	does	not	install	any	malware	or	backdoor	software	on	the	device	for	future	attacks.	Delete	emails	from	unknown	sources	It's	also	advisable	for	customers	to	go	through	your	inbox	once	a	week	and	delete	marketing	postmen	and	emails	from	unknown	sources.	If	you	find	yourself	at	the	end	of	a	phishing	scam,	don't	panic	because	even	the
most	complicated	attack	can	be	solved	with	the	help	of	your	bank	and	law	enforcement	authorities.	Above	all,	remember	to	be	careful	in	all	your	online	transactions.	To	learn	more,	you	can	visit	the	HDFC	website	here.	Image	Source	–	http:\\\/\\\/www.thesleuthjournal.com	Trolling	The	word	itself	indicates	that	it	is	an	act	of	defaming	another	person
online	in	front	of	the	world.	The	purpose	of	this	is	to	tarnish	the	reputation	or	diminish	the	image	of	the	innocent	person.	Stops	online	communication.	Cyberbullying	when	an	unknown	attacker	uses	the	electronic	form	of	media	or	internet	to	post	photos,	videos,	texts,	messages	of	this	kind	that	can	be	embarrassing	in	nature.	It	is	a	form	of	harassment
that	involves	using	some	severe	terms	to	fully	affect	the	victim.	The	intention	is	to	insult	the	victim	Posting	humiliating	rumors,	nasty	comments,	posting	hateful	comments	to	trigger	political,	religious	and	ethical	beliefs	or	people's	point	of	view	are	some	of	the	types	of	cyberbullying.	Steps	to	stop	Cyberbullying	The	current	generation	has	grown	using
technology	and	is	well	versed	with	it.	Therefore,	it	is	essential	to	keep	a	check	on	them	and	it	is	the	duty	of	parents	to	maintain	a	control	over	their	children's	activities.	Because	teens	have	less	maturity	and	understanding	to	make	the	difference	between	what	is	right	and	what	is	wrong,	this	is	the	reason	why	they	are	more	vulnerable	to	cyberbullying
and	that	is	why	it	is	crucial	that	parents	have	a	constant	check	of	their	children's	activities	while	using	the	internet.	There	are	several	warning	signs	to	be	examined	to	see	if	the	person	in	your	home	is	intimidated	or	may	be	intimidating	someone.	These	signs	are	as	follows-	Fluctuation	of	time	in	the	use	of	phone	or	laptop	by	an	adult	or	child,	The
tendency	to	avoid	healthy	online	discussions,	concealment	of	other	profile,	behavior	indifferent	in	relation	to	social	activities.	Signs	of	getting	stressed	or	depressed	etc.	After	observing	all	the	warning	signs	if	there	is	a	situation	of	the	person	facing	cyber	bullying,	then	it	is	essential	to	report	the	case	to	the	cybercrime	cell	as	soon	as	possible.
Measures	to	prevent	cyberbullying	are	followed	by	as-.	Step	1:	Educate	yourself	If	you	want	to	prevent	cyber	bullying,	then	it	is	very	important	for	you	and	your	children	to	understand	exactly	what	it	is.	Step	2:	Protect	your	password	To	avoid	cyber	bullying	is	also	very	important	to	the	internet	user	that	you	must	protect	your	password	and	all	private
information	from	curious	colleagues.	Never	give	bullies	a	chance	to	post	something	embarrassing	about	you.	Step	3:	Raising	Awareness	is	the	responsibility	of	all	parents	and	individuals	to	raise	awareness	about	cyberbullying	whether	through	a	movement,	a	club	of	an	event	or	campaign.	Step	4:	Set	up	privacy	controls	Change	your	privacy	controls
and	restrict	who	can	see	your	profiles	only	to	trusted	friends.	Step	5:	Never	open	messages	from	people	you	don't	know	There's	an	old	saying	that	'caution	is	better	than	healing'	never	opens	messages	from	people	you	don't	know,	delete	them	without	reading	them	as	they	could	contain	viruses	and	infect	your	computer.	You'd	better	not	get	involved
and	ignore	them.	Step	6:	Always	log	off	your	accounts	on	public	computers	Stay	logged	in	on	public	computers,	you	run	the	risk	of	the	bully	changing	your	password	and	locking	it	for	a	period	of	time.	So	don't	give	anyone	the	slightest	chance	to	impersonate	you	or	share	false	information.	Step	7:	Don't	be	a	cyber	bully	We	can't	see	change	in	society
until	and	unless	we	promise	to	change	ourselves.	It	is	your	responsibility	to	treat	others	as	you	want	to	be	treated.	If	you	find	someone	being	cyber	bullied,	then	help	them	and	don't	become	a	cyber	bully.	Ransomware	It	is	a	form	of	malware	or	malicious	software	that	after	taking	control	of	the	computer	restricts	the	person	to	access	their	own	system.
To	prevent	the	system	from	infecting	ransomware,	it	is	essential	to	defend	the	system	itself	by	keeping	it	up	to	date	and	installing	the	software	only	after	knowing	every	detail	about	it.	Such	defensive	measures	must	necessarily	be	taken	into	account.	Installing	antivirus	software	is	another	defensive	step	that	helps	in	detecting	such	malicious	software.
Keeping	a	backup	of	documents	and	files	is	really	important	and	automatic	backup	should	also	be	done.	Cyber	pursuit	The	term	stalking	refers	to	maintaining	a	check	or	surveillance	on	a	particular	person	by	an	individual	or	a	group	of	individuals.	When	it	is	done	through	the	internet	media	or	following	the	other	person	constantly	on	your	social	media
account,	then	it	is	known	as	cyberstalking.	It	often	takes	a	form	of	harassment	and	is	overriding	cyberbullying.	There	were	no	specific	laws	dealing	with	cyberstalking	before	the	February	2013	amendment.	But	the	landscape	changed	after	this	year.	Section	354D	of	the	Indian	Penal	Code	is	about	providing	punishment	for	cyberstalking.	According	to
this	provision	any	man	who	follows	or	repeatedly	contacts	a	woman	or	tries	to	do	so	for	the	purpose	of	promoting	personal	interaction,	despite	the	clear	indication	of	a	woman	showing	her	disinterest	or	who	monitors	the	internet,	email	or	other	forms	of	electronic	communication	used	by	a	woman,	then	amounts	to	the	crime	of	persecution.	There	is	an
exception	to	this	section	that	the	persecution	made	for	the	following	purposes	will	not	be	punishable	under	section	354D	–	If	a	man	pursued	it	for	the	purpose	of	preventing	or	detecting	the	crime	and	the	accused	man	has	the	responsibility	to	prevent	and	detect	the	crime	by	the	State;	or	has	been	persecuted	under	any	law	or	to	comply	with	any
condition	or	requirement	imposed	by	any	person	under	any	law;	or	in	particular	circumstances	such	conduct	was	reasonable	and	justified.	Measures	to	protect	against	crimes	The	steps	to	prevent	against	cybercrime	are	followed	as-	Step	1:	Use	a	good	internet	suite	There	are	many	good	internet	security	suites	available	on	the	market.	Simply
purchase	the	premium	version	of	any	security	suite	that	helps	you	protect	your	financial	information	whenever	you	go	online.	Step	2:	Use	strong	passwords	It	is	advisable	to	change	your	passwords	regularly	and	not	repeat	your	passwords	on	different	sites,	always	try	to	make	them	complex	as	you	use	a	combination	of	at	least	12	letters,	symbols	and
numbers.	Step	3:	Keep	your	software	up	to	date	Whenever	your	system	asks	to	update	your	software	always	update	it.	Because	cybercriminals	often	use	known	exploits,	or	flaws,	in	their	software	to	gain	access	to	your	system.	When	the	system	software	is	updated,	then	there	is	less	chance	that	you	will	become	a	cyber	target.	Step	4:	Manage	your
social	media	settings	It	is	advisable	to	keep	your	personal	and	private	information	blocked	because	cybercriminals	can	often	have	access	to	your	personal	information	with	only	a	few	data	points,	so	the	less	you	share	publicly,	the	better	it	would	be	for	you.	Step	5:	Strengthen	your	home	network	It	is	advisable	to	use	a	strong	encryption	password	as
well	as	a	virtual	private	network.	Use	a	VPN	whenever	you	use	a	public	wi-fi	network,	be	it	a	café,	hotel,	airport,	or	library.	Step	6:	Learn	what	to	do	if	you	become	a	victim	The	first	thing	you	can	do	is	identify	what	kind	of	cyber	crime	was	committed	then	the	next	thing	is	that	you	need	to	alert	your	city's	cyber	cell	in	case	if	you	don't	have	any	cyber
cells	in	your	city	then	you	need	to	alert	the	local	police.	It's	important	even	if	the	crime	seems	minor	because	it	can	prevent	these	criminals	from	taking	advantage	of	other	people	in	the	future.	To	learn	more,	you	can	visit	the	Norton	website.	Lawsikho	course	students	regularly	produce	writing	tasks	and	work	on	hands-on	exercises	as	part	of	their
course	work	and	develop	into	real-life	practical	skills.	LawSikho	created	a	group	of	telegrams	to	exchange	legal	knowledge,	references	and	various	opportunities.	You	can	click	this	link	and	subscribe:	https:\\\/\\\/t.me\\\/lawyerscommunity	Follow	us	on	Instagram	and	subscribe	to	our	YouTube	channel	for	more	amazing	legal	content.	content.	Dec	08,
2021	·	The	latest	Tweets	from	communes.com	(@communes).	Guide	touristique	&	annuaire	des	communes	de	France	:	infos,	deals,	restaurants,	hôtels,	immobilier	et	photos.	https	...	Copy	and	paste	this	code	into	your	website.
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